Distributed robust statistical learning:

Byzantine mirror descent
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BYZANTINE MIRROR DESCENT

Federated learning [1]

A. Worker machine B. Master machine C. Shared model

Byzantine failure model

A small, but unknown fraction / — N\

of machines are assumed to be-

have arbitrarily. \
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¢ Comm.\Comp. failure

e Malicious user

Challenges

e Robustness e Dimension scalability

e Comm.\Comp. complexity

PROBLEM FORMULATION

Objective

minimize F(w) = E, p[f(w;2)]
subject to w € W
e D — unknown distribution
e W—{weR%: ||lw—w| <W}
Byzantine stochastic gradient descent [2]

e m — total number of machines

e o c |0,0.5) — fraction of machines that are Byzantine
o am — total number of Byzantine machines

e I'— Total number of iterations
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e Master machine: send w; to all machines

¢ Worker machine i € |m)|:

— compute local gradient:

vi - {Vf(wﬁz}f).
”Vf(wt; Z;)”

normal machine

Byzantine machine

— measure reliability of gradient:
( (
Ai <— Z< f,@,wk—wl), Bz — qujf
k=1 k=1
— send A4;, B; and V! to master machine

e Master machine: aggregate gradients

— 1dentity good candidates: good,
Amea = median{Ay,---, A}
Beq ¢ B; satisfies } {5 €|m]:||B;i — Bjl|l« < IB}| > %
Vined < V! satisfies | {j c fm]: Vi — VY|, < 2V} > %

Closet — {7/ : ‘Az — Amed| < IA, HBZ — Bmed”* < IB» Hv7£ — vmedH* < 4V}
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— mirror descent

W¢q1 = arg min {D(w,wt) -+ 77<§t,w — wt>}
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CONVERGENCE RESULT

Setup

o O(x) = Zf w(?) log w(i) — mirror map
e W= {w: 17w =1,w > 0} — probability simplex
o |Vi—V/f(w)llso <V —bounded gradient

o Iy =1Ip=AVAVT,A = /log(1¢2T)

Error bound [3]

Suppose F'is G-Lipschitz and L-smooth.
If n < -, then, with probability 1 — 4,
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Moreover, if we choose 7 optimally, then,
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mini-batch SGD Byzantine
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